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Proposal: Over the past years, we have witnessed a tremendous increase in the use of implantable devices, like
cardiovascular, sensory, and neurological implants, as well as wearable devices, like electrocardiogram patches,
glucose monitoring systems, and smart hearing technology. Due to the nature of the information collected and
processed, these systems should be not only reliable but should also provide various level of security as well as
privacy. As a result, there is a need for the development of advanced security mechanisms capable of dealing with
the critical nature of these devices. Implantable and wearable medical devices (IWMDs) acquire various kind of data.
Pre-processing and analysis of the data is usually done locally, whereas post-processing is usually done on different
devices (e.g., computer systems and smartphones) which, therefore, requires reliable means to transmit data using
mutual authentication mechanisms. At the same time, when a patient is in an emergency situation, sometimes it is
vital to be able to access the data, even without a security access, in order to correctly diagnose the nature of the
problem. This means that communication should preserve not only the integrity of the data but also its
confidentiality via different authentication mechanisms.

The main focus of IWMDs over the past years has been on collection and (pre, post) processing of the data
overlooking security. Anyhow, security should be of main concern as today’s devices are extremely sophisticated and
equipped with many features. Overlooked security leaves space for malicious entities to improperly operate on a
device and seriously harm the health and even the life of an individual. We have already witnessed many examples,
which show that such harmful behaviors are possible (e.g., blocking of pacemaker activities as well as altering
neurological stimulators or hearing devices). As a result, we should develop adequate security features in order to
cope with data security in various ways in both software and hardware. Security mechanisms should prevent various
malicious attacks like, data theft, side channel attacks, and fault injection attacks. The main goal of this work is the
development of various reliable methodologies for medical device systems in order to cope with system and
hardware security and bridge the gap that today exists between security research and hardware development.

Requirements candidate: A highly motivated student with good English communication skills, proactive and resolute
attitude and with, preferably, a master degree in (applied) mathematics and knowledge in cryptography and game
theory. Knowledge on the following subjects is considered an asset: Matlab, Algorithms (Exact and Approximation),
and programming in C++.
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